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The Jﬂ}f of Tech-. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
9 6 BITCOIN, OR NEXT
TIME I EMEGLI:{T
ON STRIKE SMOKE, T M
HUNGRYF UNTIL ¥OU JUEIE'LIEEE‘II;‘}’GU

PAY UP AND
I'LL UNLOCK

THE MEXT TIME
¥OU LEAVE, ITLL

ACCOUNT My ALARM

SYSTEM IS
OR I'LL OMNLY || [BURNING THE gu%ﬂu'squg ,1GOEO1- GOING TO GO
BREW TOAST IF ¥You BACK INTO THE OFF RANDOMLY
DECAF! DON'T GET HOUSE, UNLESS THROUGHOUT
ME SOME YOU GIVE ME THE MIGHT,
UNLESS YOu

EXCUSE Us
WHILE WE

DISHES CAN

WAIT, I'M PARTICIPATE I‘M TURNING
HACKER #100 BUSY MINING IN A DDOS OFF THE
OR I‘LL REVERSE BITCOINS. ATTACK. HEAT UNTIL
MY MOTOR AND YOU WARM UP
BLOW DIRT ALL MY BANK

OVER THIS
FLACE/

1L START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE

SEND ME $25 OR
IF YOU DON'T A TRANSFER. I’LL TELL EVERYONE
SEND US CASH, ON YOUR SOCIAL

YOUR REPUTATION
WILL BE IN THE
TRASH.

NETWORK THAT ¥OU
WERE STUFID ENOUGH
TO BUY AN INTERMNET-
CONNECTED BROOMS
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Transzendenz

/Sielbstverwirklichungx
/ Asthetische Bedirfnisse \
/ Kognitive Bedirfnisse \
/ Individualbedirfnisse \

Soziale Bedirfnisse \

Sicherheitsbediirfnisse \

Physiologische Bedurfnisse \




Security — Sicherheit
* Frei von unvertretbaren Risiken

ICT Security
* Sicherheit von IT-Systemen und Daten

Cyber Security
* Sicherheit von vernetzten Systemen

* (moderne, aktuelle Bezeichnung fur ICT
Security)

Information Security

* Sicherheit von Informationen
I(g_?)abhéngig von deren Bearbeitung in

People
* Umsetzung der Sicherheit, Verantwortung
* Personelle Sicherheitsmassnahmen

Process
* Business Case, Use Case = Anforderungen
* Organisatorische Sicherheitsmassnahmen

Technology

* Umsetzung der Sicherheit (in/mit
Technologie)

e Technische Sicherheitsmassnahmen



Probleme und Herausforderungen

Komplexitat und “time to market” Problem der Haftung
* glaﬁdsmarter to use, the more complex to « Software (Produkt)-Haftung, eines der grossen

ungeldsten Probleme der F Menschheit

* Sell now, secure later... (loT anyone?) +  Compliance-Kultur

compliance: yes please, real security: don’t care
History of doing nothing

e Ifit “works”, why bother?

* Keine statistische Basis, wenig geeignete o ,
Risk-Assessment Methoden * Resultat aus Komplexitat, History of doing

nothing, Problem der Haftung

Secure Software

Geheimagent-Mentalitit, falsches Vertrauen * Kostet (viel), kein unmittelbarer Nutzen

* | am security, therefore | am invisible o
keine “sharing-mentality” Ubiquity of Smart Technology

* Nein as a service = disable, not enable * Everything is smart, everything is cyber
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© ISF - Information THREAT HORIZON 2020

Security Forum FOUNDATIONS START TO SHAKE

Technology
outpaces

Pressure skews
judgement

Disruption: from
an over reliance on
fragile connectivity

Distortion: as trust
in the integrity of
information is lost

Deterioration: when
controls are eroded
by regulations and

2 201¢ ® X, technology
& @
* :
=
Governments 7 ) ; Technology adoption
become increasingly j - dramatically expands

Information interventionist | Ability to protect  \{ the threat landscape
Security Socie i i
5-.-.-;1:.;-;!13.-..1 4 is progress.tvely

compromised



© ISF — Information Security Forum

2018

1.1
1.2

1.3

2.1

2.2

2.3

3.1

3.2
3.3

The loT leaks sensitive information
Opaque algorithms compromise
integrity

Rogue governments use terrorist
groups to launch cyber attacks

Unmet board expectations exposed
by a major incident

Researchers silenced to hide
security vulnerabilities

Cyber insurance safety net is
pulled away

Disruptive companies provoke
governments

Regulations fragment the cloud
Criminal capabilities expand gaps
in international policing
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1.1

1.2

1.3

2.1

2.2

2.3
3.1

3.2

3.3

Premeditated internet outages
bring trade to its knees
Ransomware hijacks the Internet
of Things

Privileged insiders coerced into
giving up the crown jewels

Automated misinformation gains
instant credibility

Falsified information compromises
performance

Subverted blockchains shatter trust

surveillance laws expose
corporate secrets

Privacy regulations impede the
monitoring of insider threats

A headlong rush to deploy Al leads
to unexpected outcomes

2020

1.1

1.2
1.3

2.1

2.2

2.3

3.1

3.2

3.3

Cyber and physical attacks combine
to shatter business resilience
Satellites cause chaos on the ground
Weaponised appliances leave
organisations powerless

Quantum arms race undermines
the digital economy

Artificially intelligent malware
amplifies attackers’ capabilities
Attacks on connected vehicles put
the brakes on operations

Biometrics offer a false sense

of security

New regulations increase the risk
and compliance burden

Trusted professionals divulge
organisational weak points



Security ist ein Zyklus, kein Zustand

Mission & Objectives Compliance & Closing the Loop
 Warum Sicherheit, welche, wer und wie Sicherheit

* Validate, verify, comply

PLAN
* Inventar = Schutzobjekte (Informationen) CHECK
e Sicherheitsanforderungen definieren (sec req) * Technical Audit (security audit)
* Risiken identifizieren und bewerten * Security Prozess-Maturitat Assessment
* Sicherheitskonzept = Risiken verwalten « Compliance ggi.
regulatory, legal, contractual requirements
DO

e Gap Analysis / IST vs SOLL
e Umsetzung planen und durchfiihren

ACT

* Re-act (reality!) = assume compromise,
Notfallplan, Notifikations-Prozess

— * Security Prozess optimieren
L 1SS S i :




ISSS / SECO KMU — 10-Punkte-Programm

 Pflichtenheft fur IT-Verantwortlichen
AKV fur Sicherheitsverantwortlichen

Starke Passworter, 2-Faktor auth
keine Passwort-Mehrfachverwendung!

* Backups
auch von Cloud-Daten! e Mobile Gerate schuitzen

. ﬁﬂg'r}';/'harl}’éﬂre aktuell und ohne  |T-Benutzer Richtlinien

* Firewall am Internet * IT-Umgebung schiitzen

e Software regelmassig aktualisieren

Ordnung in Daten und Dokumenten

@ farmation https:/mww.kmu.admin.ch/kmu/de/home/praktisches-wissen/kmu-betreiben/infrastruktur-und-it/it-sicherheit.html
o
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ISSS / SECO KMU — erweitert

Vorgaben (gesetzliche, vertragliche)
erfullen

Unterbruchfreie Stromversorgung

Zugriffsschutz auf Daten regeln * Systeme Uberprifen

Datentrager und Daten verschliisseln  Redundanz wichtiger Elemente

Auch nicht-elektronische Daten sind
vertraulich

Notfallvorsorge planen

Mitarbeitende sensibilisieren e Know-how verteilen

@ ormmation https:/mww.kmu.admin.ch/kmu/de/home/praktisches-wissen/kmu-betreiben/infrastruktur-und-it/it-sicherheit.html
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